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Many have tried to ban or shun technology, but for the
majority of our community this is not viable. This booklet
attempts to present a Torah-true hashkafa on using
technology responsibly, while remaining an erliche yid.
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This booklet is based mainly on three shiurim given over by the
renowned magid shiur, Rav Shimon Spitzer in 5777 (2016-17),
in which he elucidated a clear hashkafa regarding the
challenges that Klal Yisroel faces with technology today. As a
Stoliner Chassid, Rav Shimon based the Hashkafa on talks
that he had with the Admor of Karlin Stolin. (A number of
points and comments were added into the booklet by GYE).

It is suggested to listen to the shiurim and not rely only on this

summary. To download the shiurim, use the 3 links below:

= gye.org.il/ksl — First Shiur (in Betar, Yiddish)
7VYWN NIV N NWID W'XD

gye.org.il/ks2 — Second Shiur (in U.S, Yiddish)
7"VYWN ,N20V2 NIVY *RXIN

gye.org.il/ks3 —Third Shiur (in U.S, English, for Women)
T"VYOn ,wan NWID W'D

Important Disclaimer: This booklet does not speak in the
name of any kehilah (community). There are kehilos with
different hashkafos and different ways of thinking, and
everyone should follow their kehila’s approach. This booklet
can be helpful for people who don't belong to any particular
kehila and are struggling to find a good approach to help them
contend with the challenges of technology.
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Introduction

We've all heard many times about the great dangers of
technology. And yes, the situation truly is challenging and
painful. In many kehilos there are attempts to prevent use of
certain devices altogether. However, there are two points that

it is important to clarify:

(1) A Big Sakana, Yes. Treif, No: According to Halacha,
something can only be called a XKMO’R7T RxoN 1s 1f 1t’s MON

mxy nnnn (for example, Trief food). So while it’s true that
technology can be used for bad things, it’s not halachically
correct to call any specific device a RNO’RT RXON since these
devices are also needed for many good and important things.!
In any event, if there is no need for it, surely someone shouldn’t
have it because there definitely is a :7won wwn (as the Gemara
In :11 RIN2 R says: RN YWI - RPINR RIIT RIPRT °R). But if
someone does need it, then he must constantly be aware of the
dangers and set up proper fences, as we’ll discuss later in this
booklet. And someone who does this properly can still remain
an erliche yid. A person’s fear of Heaven is not measured by the

type of device he has, but rather by what he does.

L RIPINR RIIT RI’R PV 1 70 R”N YN 1aR W MR IR, where R' Moshe
Feinstein writes that a 9w wwn is not enough to prevent someone from

normal day to day needs.



(2) We must learn to contend with technology instead of
prohibiting it. Imposing bans on certain types of devices won’t
work and the technology will be used anyway, but with far less
preparedness for--and awareness of the dangers. For example,
in the early days of the internet, the frum community tried to
ignore the issue or ban it altogether instead of pushing for
better filtering solutions. (Many frum newspapers even
refused to place ads for frum-filter companies, in fear that more
people would start using the internet). But this approach
backfired. Not only did it not work, it caused us to lose many
neshomos! Our dependence on technology is just growing with
every passing year, and this approach is proving not to be

viable.

The Proper Approach to
Technology

A Different Type of Battle

Technology has created a situation where light and darkness
mix together. The dangers lurk within the good and useful
things that we need. And we must do battle like we do with
guerrilla warfare, where terrorists are hiding within the
civilian population. We have to be fully aware of the dangers
and the issues that we face and always be on the alert and be
prepared. It’s a constant battle, and not one that we can just
win and be finished with. But this approach of constantly being
aware of and avoiding the dangers, is sustainable for the long



term, since it isn’t tied to any specific technological situation

that we may find ourselves in, today or in the future.

What can we learn from cars?

Technology can be compared to driving a car. Just as cars are
dangerous and have killed many people over the years, so has
technology wreaked havoc and destruction on untold millions.
But in spite of the dangers, we don’t ban cars. They are a
necessity and make our lives so much easier. Everyone knows
that driving carefully and responsibly is a matter of life and
death, and the same approach needs to be applied to
technology.2

Three things make driving safer:

1. Safety Features: Many features are installed in cars
today to enhance safety, such as hand-brakes, seat-
belts, air-bags, warning lights, etc. Do these things
eliminate the dangers altogether? Of course not, there

are still many accidents r’l. But it helps.

2. Education & Awareness: No one gets a license
without first learning the laws, rules and safety
precautions. And even after the initial training, we
make constant campaigns about the dangers like “Don’t

drink and drive”, “Don’t Text and Drive”, etc.

2 Of course, spiritual dangers are different than physical dangers. The point
is only that the precautions we need to take are comparable to a car, which is
a necessary tool and a fact of life.



3. Being Licensed: People who are underage, crippled or
have lower mental capacities are not given a license to
drive. And even those who are granted a license can

lose it if they don’t drive safely and responsibly.

Applying these strategies to technology:

1. Safety Technology: We must use the best technology
available to protect our devices, to the very best of our
abilities. This includes putting in good filters, using
reporting software, and using passwords so that
children don’t have access. These precautions are never
foolproof and there are often loopholes, but devices
without a filter cannot be compared to ones with a filter!

2. Education & Awareness: All those who use internet
and smartphones must be aware of the many risk
factors (see the 12 issues below) and wage a constant
battle against these problems through self-control,
campaigns, awareness, and by taking responsibility for
ourselves and for our future generations. (Halevai that
using technology would require a license, just like

driving.?)

3 It is highly suggested that before someone begins using internet on their
own for the first time or before getting a smartphone (after marriage), they
should read this booklet thoroughly and discuss the precautions that
they will be taking with a parent or moreh derech, as well as with those
who understand technology well. (See the section called “Practical Help with
Filters” below).



3. Maturity & Sensibleness: Unmarried bochurim and
girls should not have access at all. And if an older
person sees that they are unable to use internet in a
safe, responsible and erlich way, they should not have
it at any cost.*

GuardYourEyes.com

Regarding point #3 above, if you know someone who struggles
with inappropriate internet use and wants to be helped, they
should contact the GYE organization confidentially at
gye.help@gmail.com or call their hotline at 646-600-8100. GYE
has helped thousands of people regain control, and it’s free and

fully anonymous.

4 Filters are important because people tend to stumble when it’s easy and
when it doesn’t take much to fall. However, most filters are ‘only as good as
the person who wants to be good’. If someone is looking for trouble, filters
aren’t going to stop them. And that’s why technology--even with a filter,

should only be used by those who know they can use it responsibly.
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12 Risk Factors

The saying goes: “Know thy enemy”. The following are 12 risk

factors that require constant awareness to contend with, while

using technology. (The order below is not necessarily indicative

of the level of risk). A few suggestions are also offered below, to

help us ensure that we remain in control of the technology and

that it doesn’t begin to control us.

1.

MMOR NPXRIY: The danger of seeing (or reading)
inappropriate material. This is the greatest danger and has
caused great churbonos and destroyed many lives and
families.5 See below for practical help with installing good
filters.

Time wasting: Some people give up their whole lives with
emptiness and Yo pw v as a result of technology. Wasted
time never comes back again!

Suggestion: Use these innovations to utilize time even
more wisely, for example by downloading and listening to
shiurim while traveling, etc.

Loss of 112°7: Technology gives us the ability to be updated
about every little thing, but this can make a person lose
their ability to focus and no longer be awrn. People are

5 There are chemical processes in the brain, that occur from looking at certain

bad things, which mirror real drug addictions. These things can pull a person

into dangerous dependencies that not only destroy their ruchniyus, but also

their lives and marriages.
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always checking and being updated. There’s a time and
place for everything, but technology can take over our
entire concentration. Studies show it takes 20 minutes to
regain full concentration after being distracted. It’s
impossible to »vw in any area without n>.

Suggestion: Always keep the phone and notifications on
“Still”, and when learning or davening, turn the phone off
altogether (it’s ok if there are certain times of the day when
we aren’t reachable). When we want to be updated, we can
always look later, but why should we need to be updated
every few seconds with beeps and vibrations?

Time for Self-growth and introspection: By being
involved 24/6 with technology, there are always messages to
check and new things to see. We end up losing the ability to
have time for ourselves, such as the clarity of our heads
before davening, the ability to be 7mann, etc. Why should
we give these precious gifts away?

Suggestion: Do we really need to go to sleep and wake up
checking our phones? At the very least, let’s not sleep with
the phones next to our beds (alarm clocks cost just a few

bucks!).

Addiction: Even without the issue of mmor nrxJ, there’s a
real danger of getting addicted to technology. The brain
begins to crave the ‘high’ of being constantly stimulated
with updates, news, drama, and video clips. Even in the
secular world this is becoming a recognized problem.
Today’s tech is being called the new “crack cocaine” since it
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stimulates our brains to release constant small dopamine-
drips, which we can quickly come feel we can’t live without.
How much more so for a frum Yid, where this kind of
addiction disrupts our learning, davening and family life in

a much more significant way!

In addition, getting used to constant visual stimulation
trains our brains to be interested only in attention-
grabbing, exciting material. This greatly weakens our
ability to learn Torah in depth. The ability to find beauty
and pleasure in Torah comes through toil and concentration
on texts in Lashon Hakodesh, delving deeply and looking
beyond the surface. Extensive technology usage trains our
minds to be stimulated constantly by the flashy glitter of
chitzonius and shitchiyus (externalities and shallowness),
greatly chipping away at our ability to study Torah
properly. And if this is said of adults, how much so this
adversely effects our youth. This is unfortunately one of the
biggest reasons why so many of our youth today don’t have
the zitzfleish to sit and learn.

no150 M2 T13: This is an area that needs a big tikkun
throughout Klal Yisrael. For example: phones ringing
during davening, or people checking their phones during
learning. Even a kosher phone, if it rings in middle of
shmoneh esrei it’s a big zilzul! We all need to have this in
mind because we're talking about the Ribono Shel Olam’s
Kavod! Ideally, erliche Yidden should not take out their
phones in shul at all, if not for something very important.
This is an area that needs constant chizuk.
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Suggestion: Set your phone ringer to ‘vibrate’ at all times,
not just when in shul. This way, if you forget to turn off the
phone for davening, at least it won’t disturb anyone else.

The risk of becoming shallow and empty: People’s
general level keeps getting lower, such as the level of
people’s speech, jokes, etc. This happens because the
technology connects everyone to everyone else, often
bringing everyone’s level down to the lowest denominator
on the groups that we’re connected with. Also, snapping
pictures and taking videos of every event turns everything
in to a show. And if we're this way, our children will be even
worse, ¢’v! This is both a personal fight and a community
battle. We need to feel, “Why does our shul or my
community need to be on such a low level? Do we deserve
that?”

Eidelkeit: Watching video clips and other such things can
destroy our ‘eidlekeit’ of nw1Tp and makes us ovmon. It’s not
good for our neshamos to see violence or to watch people
laughing at other people’s misfortunes, not to mention all
types of m%5>1 and »ran »19 mabn. Unfortunately, these kind
of video clips appear even on kosher news sites and are
commonly passed around, and we have to be so careful.

Chinuch: Whether we’d like it or not, our children see and
copy exactly what we do. If we waste time and act wxa
with technology, they will do the same. Even if we tell them
not to touch it, if they see us always busy with it, they will
be just waiting to grow up and get their hands on it! In
addition, they see also how we are not 11 and they lose
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10.

11.

their n>1 as well. This ends up costing the parents huge
amounts of money and wo1 nnyy. But if our children see that
we use it WR1 72102 and not as a toy, this is the best chinuch
we can give them. They will internalize that it’s a n1>o and
it needs to be used with care.

Suggestion: Make a 773 not to check the phone at all when
in the house together with your children, or at the very least
during family meal times. There should be certain hours of
the day where the smart-phone is put away or turned off, or
at least where the “mobile-data” is switched off (allowing
only phone calls).

Our Senses: When we use our senses and feelings for
VPR, we lose our feelings and senses for nurTp. It's
either one or the other. If we want to maintain a chiyus in a
Shabbos, in a davening, in a tisch or farbreigen, we begin to
lose it all when we start getting our chiyus from shtusim.
The more a person uses their senses for something, the
more it enters into them and becomes part of them.

‘E's Past Nisht’: Technology is relatively anonymous, so it
takes away a lot of the normal inhibitions that we would
naturally feel otherwise in regular life. Many things we get
used to doing with technology simply don’t pas’for an
erliche yungerman or woman. We need to be so careful to
act online at the same level that we act and want to be
perceived as, in real life.

12. Attention to our children: After a long day in Kollel or at

work, we naturally want to “unwind” with technology and
end up expending our attention on shtusim. Children so
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desperately need their parent’s attention to be emotionally
healthy. Are we willing to pay the price of our children’s
emotional health ¢’v? 6

This above list of dangers and issues is ya each and every day.
It would be *x7> to keep a list of these 12 concerns in our
pockets just to remind ourselves what we need to wage battle
against. If we lose our awareness, we’ll surely fail!

An erliche Yid must wage a strong and constant battle against
these issues. But someone who has the technology and succeeds
to be very careful, is considered a tremendous own 721v. And
there are b”h many, many erliche Yungeleit like that today (we
may not know because they almost never take out their
phones).

General Suggestion: Some people get themselves a “dumb-
phone” in addition to their smartphone. We have heard from
these people how much they actually enjoy this! They feel a
certain freedom in being able to switch phones for the times
when they are learning or at home with their children. But
whether we do this or not, setting certain times for putting
away our smartphones (or turning the mobile-data off), is a
vital ingredient to the overall health of our parenting, time-
usage, and quality of our marriage.

6 This also applies to the attention we should be giving our spouses, which is
vital to maintaining a healthy marriage. It’s tragic to see spouses today
sitting together at the table while totally ignoring each other, each one
engrossed in their smartphone.
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Filters

The number one guideline for safety before anything else, is to
have good filters installed. There is no heter to have any device
without a very good filter which blocks all mmoR MR and
anything that an erliche Yid shouldn’t see. This applies, no
matter the age and no matter what kind of device is being used
(computer or phone). For an erliche Yid, there is no such thing
as having a device for even one day without a filter. And it
should be a good filter that was made with frum yidden in
mind (examples: Gentech, Netspark, NativUSA, Netfree) and
not a filter made by goyim that isn’t worth much.

The michshol of having open internet is so big that it’s almost
unnecessary to even mention here the importance of filters.
But this inyan needs constant chizuk for two reasons:

o It’s easy not to find the time to “get around to it” or we just
upgraded our device and didn’t put it back on yet (and then
we forget to). Some people say they are sure they won’t be
nichshal, so they push off putting on a filter. But no one can
be sure of anything. 7m0 7y Jnxva porn Y98 and PR
121 D191IVIDR

e No filters will be perfect and have everything that we want
open, open, and everything that we want closed, closed.
Filters can be bothersome and are never foolproof (although
they are getting better all the time). So yes, it may be a
bother, it may cost money, and it may block even things you
need. But consider the hefsed against the schar. Filters are
a fence against wnN PNNN NRW!
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Practical help with filters.

1) TAG (Technology Awareness Group) assists people with
filters in their offices around the world.

(One helpful thing TAG can do for you, is to help you install all
the apps you need on your smartphone, and then remove the

browser to protect for any michshol).

TAG’s Main Hotline: 718-CALL-TAG (718-225-5824). You can
also visit venishmartem.com for a list of all TAG offices around
the world.

Here are the TAG offices in some of the biggest Jewish

communities:

e TAG Borough Park 5316 New Utrecht Ave
718-437-1824 ext. 500

e TAG Flatbush 1622 Coney Island Ave.
347-878-1824 x 108 | tagflatbush.com

e TAG Monsey 19 Main St.
845-371-1824 ext. 125

¢ TAG Lakewood 1221 Madison Avenue
732-730-1824 ext. 104

2) Venishmartem.com is an excellent resource for filtering
advice: They have a “Filter-Wizard” on their homepage that
makes it easy to find the best solutions for any device.

Venishmartem also lists information on all TAG offices around


http://www.tagflatbush.com/
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the world. It is far preferable to go to a TAG office rather than
relying on Venishmartem for advice, because TAG can help you
set up the filter to suit your precise needs, and also hold the

passwords or control the account for you, if necessary.

3) Filtering Help in Eretz Yisrael:

¢ TAG Jerusalem: 1 Touval Street, Romema
077-971-0000 | www.tagisrael.org.

e NTN NN MX2Y D127 DTV T HYVW OMIRPHN PV -
Technology Advice Hotline: A country-wide hotline
which specializes in finding filtering solutions in Israel.
Tel: 1599-550-330 (Press 8 for English)

e OutNet: A country-wide organization with trained
technicians to help you block or limit internet access,
free of charge. Call their hotline 0722-613-613 and
choose the options relevant to you, or visit www.out-
net.org. This will lead you a technician in your area that
will assist you. If the technician does not answer, you

can leave him a message and he will get back to you.
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After Filters:
Understanding the 750

We must always remember that technology is here to serve us
and help us live according to our values, and not 'n that we
should become slaves to technology.

To navigate the more ‘grey-areas’ as an erliche yid, it’s
important to understand the nature of technology. Technology
has two objectives. One is to make life easier, such as using
Waze to get places faster or using banking apps to deposit
checks without having to wait in line at the bank, or using
Whatsapp to stay in touch with family or work colleagues.
However, the second purpose of technology is simply
entertainment, to help people have fun and get excited. All
technology and all apps that exist today, fit in to at least one of

these two categories, and many times into both of them.

An erliche Yid should train himself to use technology for the
first purpose only, in other words, for what’s needed and for
what can help make life easier, but not for entertainment
purposes, or to get excited and become JYNMIIRD (busy) with it.
Understanding this basic yesod will answer most questions

that come up.



20

Can teenagers have phones or use internet?

Bochurim and girls have no need for phones at all, even
without internet access. And if they are older (after Beis
Medrash, Kibutz or at end of seminary) and they do need a
phone, then as long as they’re not married they should
preferably not have SMS (texting), nor should they have access
to the internet at all. Even if they want to use the internet just
for email, or for divrei Torah or other good things, and even if
they have a good filter or the browser is blocked, bochurim and
girls should not be using apps that require internet access such
as email or Whatsapp. (There can be exceptions, such as an
older girl who works).

Can I get a smartphone?

Those who don’t need it surely shouldn’t get it. And just
because someone gets married, doesn’t mean they should get a
smartphone right away. The younger a person is, the easier it
is for them to get excited and pulled into things, and therefore
the risks are greater. A 19-21-year-old is not as 2wrn as an
older person who has slowly gotten more involved in day-to-day
needs and it has become more necessary for him, in which case
it’s Ok. But for those who just want it for little things, why
should we put ourselves into unnecessary temptation
and possible downfalls? (121 ..R¥INR RIIT RI’RT *R)
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What is the Geder of ‘needing it’?

There are no clear answers as to what’s the geder of needing it
and at what exact age a person can get a smartphone. Every
person should use their own sechel to know if they need it or
not, and how much access they really need (and which apps
are necessary). Each one of us needs to think very well and
weigh the potential benefits against the potential loss. For
example, a person could want a smartphone because he thinks
he will save 5-10 minutes a day by having Waze, but
meanwhile he ends up burning 3 hours a day because of the

rest of the technology that he introduced now into his life!

Can we read news?

Kollel yungerleit don’t need to have access to news on their
phones. But someone who already has a more open phone or
computer for other needs, can check kosher news sites
occasionally to know what’s going on. But one should not spend
more than a few minutes a day on it and surely not become
Wwmiro (busy) with it.

Can children watch things on the phone or
computer?

Again, there are no clear answers to this question. When we
understand the issues, we can honestly ask ourselves “is it *&72

or not?” In general, children should not be using technology for



22

entertainment at all, but it could be Ok to show them
something kosher a few times a year, such as during vacations
or chol hamoed with the parent’s supervision. History has
shown that children who grow up in a home where technology
is used only for what’s needed, and only once in a while--at
special times--they are shown something on the computer, they
actually turn out more healthy than children who didn’t have
any exposure whatsoever to technology at home, but needed it
later in life. (That is not to say one should get involved in
technology just for this, but the point is clear. What the

children see at home becomes ingrained in their minds).

What’s up with Whatsapp?

Apps like Whatsapp should not be used by unmarried bochurim
or girls. But for married people who want to use it, they should
understand the 997n and make sure to use it only for good
things. There are terrible stories from Whatsapp usage, m»>,
’nT N>’ow, problems of my’x between men and women, mxn
mMoR, etc. But on the other hand, it can be used for so many

important and useful things, as well as mitzvos and chessed.

Groups related to parnassa and chessed, as well as family
groups are Ok to join on Whatsapp, but stam groups of friends
where jokes, pictures and videos are sent around is not Ok.
Once we start using these devices as toys and games, we
become shallow and it takes our whole level down. These
guidelines are hard to put into words, but we need to
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understand the issues. 7 Once we start slipping in these areas,
we can’t know how far down we can end up, ¢’v. If you have a
question in your mind whether to send something or not on the
groups, it just doesn’t pay. The farther back we keep the fence
to protect the “standard” of the groups, the less chance there
will be of slipping. Don’t be ashamed to leave a group that has
become shallow, even if they laugh at you! We have to be

strong and maintain a high standard for ourselves.

Suggestion: Every family group should have someone older
and more 2wrn who helps keeps the level of the group on a
higher level.

Can we shop online?

If there are m%won, then for sure not. But in general, we need
to use our heads. There are no clear answers such as MoR or
amn, we need to ask ourselves if it’s '8 73. For example, 1s it °R72
to shop in pritzusdik Manhattan just to save a few minutes or a
few dollars? If we have a real sheilah, we can ask Rabbanim,

but mostly we just need to use our heads.

7 Dovid Hamelech said “aw’ 89 o°x% 2wma”. Does this not classify as a awm
xH?
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Special Notes for Women

When it comes to Yiddishkeit issues, men and women have an
equal nranr. The battle with technology needs to be fought by
the women just as much as by the men. But there are a number

of mmp1 where women have an even bigger nvnx then men.

The ™" of the home is set by the mother. The children see
the mother more than the father, and they can “smell” very
well (much more than we think) what is truly important in
the home by observing the mother and seeing what gives
her excitement and chiyus.

The attention that all children desperately need (see #12
above) 1s even more important coming from the mother,
since she spends the most time with the children. Without
this personal attention, children grow up abnormal. Such
children can be singled out in an instant by any mechanech.
If we are busy with our phones and checking our messages
and news even when our children need us, they don’t feel
they are important to us. And these emotional deficiencies
manifest themselves later in life in many harmful ways c’v.
No money in the world is worth more than a mother’s
attention to a child! Focus on your children, play games
with them, and don’t give this precious attention that they
need and crave away to a machine.

1MX7D 1wWYW — By nature, women are more connected to
Hashem, and they have a special koach of communication,
which they can use to communicate with Hashem. But it’s
so easy to lose this n»10 when we are involved in these
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things. Women have it already, if only it isn’t ruined. What
a shame that it should be lost to shtusim! When we'’re busy
communicating 24/6 with apps and constantly getting
messages and alerts to keep life interesting and exciting, we
lose being in touch with ourselves and with Hashem.

In Conclusion

This booklet was an attempt to give some n17737 and 77207 on
this challenging topic. For more detailed questions and issues,
one should ask Poskim and Morei Horaah. All of Yisroel are
connected, and we need to constantly be P one another. By
being aware of the issues that we are up against, we can all
be pinn each other to stay strong and maintain higher

standards.
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